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1. Introduction 

1.1 Redaction is a process which is undertaken to render information unreadable. This is 
done by blocking out individual words, sentences or paragraphs or by removing whole 
pages or sections prior to the release of the document 
 

1.2 Redaction applies when documents being considered for publication or release to the 
public (e.g. in response to an FOI, EIR or Subject Access request) contain confidential 
information that must be made unreadable ahead of release. 

 
1.3 This standard has been produced to provide guidance on the editing of exempt material 

from information held by the London Borough of Barnet. Its purpose is to assist in the 
implementation of the Freedom of Information Act 2000 (FOIA) and the Environmental 
Information Regulations 2004 (EIRs), the Local Government Transparency Code 2015, 
whilst complying with our obligations under data protection legislation, UK Data 
Protection Act 2018 (DPA) and General Data Protection Regulation (GDPR) 2016 and 
Common Law Duty of Confidentiality to ensure the protection of personal information. 
This is not an exhaustive list, and other legislation may apply. 

 
1.4 This guidance is based on the Redaction Toolkit for the Editing of Exempt Information 

from Paper and Electronic Documents Prior to Release (version 2.1, 2011) published 
under Crown Copyright by the National Archives  

 
 

2. Key Principles of Redaction 

(i) Redaction should be performed by the service who holds the information and by staff 
that are knowledgeable about the records and can determine what material is 
exempt.  

(ii) Redaction is carried out to remove exempt information from a document.  It should 
be used when one or two individual words, a sentence or paragraph, a name, 
address or signature needs to be removed.  

(iii) It is essential that only exempt material be redacted. A whole sentence or paragraph 
should not be removed if only one or two words are non-disclosable, unless release 
would place the missing words in context and make their content or meaning clear. 

http://www.nationalarchives.gov.uk/documents/information-management/redaction_toolkit.pdf
http://www.nationalarchives.gov.uk/documents/information-management/redaction_toolkit.pdf
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(iv) If so much information is deemed to be exempt that a document or page of a 
document becomes nonsensical, the entire document or page should be withheld 
and/or summarised.  

(v) Reviewers should also consider that earlier statements in a document might suggest 
the content of removed material. Records should also be checked for other copies of 
the same documents so that redaction is carried out consistently, and indexes should 
be checked to ensure that they do not contain details of the redacted material. 

(vi) Redactions shouldn’t just be blank space, it should be clear that redactions have 
been made to a document.  The amount of information redacted should also be 
clear. 

(vii) When responding under FOI and EIR you must ensure you state what exemption the 
information has been redacted under, this should be done for every exemption, 
either in the covering response letter or clearly marked on the document itself next to 
the redacted area.  

(viii) Redactions must never be undertaken on an original document.  A copy must be 
taken first to ensure all the information contained in the original document remains 
intact. Redaction should never result in the complete removal or amendment of text 
or information from an original record.  

(ix) When undertaking redaction, reviewers should consider whether any other factors 
are important for the understanding of the material. For example, if colour within a 
document makes the meaning clear, a redacted colour copy should be released.  

(x) Once redactions have been made on copies of documents, you must ensure that the 
redacted text is completely illegible on the final copies to be released. 
 

3. Commonly redacted information  

3.1 Freedom of Information and Environmental Information.   
 
Under FOI and EIR, we are required to supply information to anyone that requests it, 
unless an exemption applies. Even then, we may have to carry out a public interest test, 
to consider whether the public interest lies in providing the information or in maintaining 
the exemption.   
 
An entire document may only be withheld under FOI and EIR if all the information is 
either exempt from disclosure, or redaction renders a document meaningless.  It may be 
possible to extract out key information in scope of the information request rather than 
provide a heavily redacted document. 
 
If you are unclear as to the approach you should take, please contact the Records & 
Information Management Team (R&IMT) or Link Officer.  

3.2 Subject Access Requests 

When dealing with the redaction of officer names in relation to Subject Access 
requests, disclosure considerations are slightly different.  We should look to be as 
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transparent as possible whilst still considering any conflicts of interest or confidentiality 
concerns. 

The rights of the individuals named on documentation should be weighed against the 
right of access of the individuals who is seeking the information and a decision made 
based on this.    

Considerations are: -  

• Information generally known by the individual making the request – If the 
name of an individual or council officer has previously been provided to the 
individual (e.g. a member of staff acting in the course of their duties who is well 
known to the individual making the request) we would be more likely to disclose 
than if it was information related to an otherwise anonymous private individual. 

• Circumstances relating to the individual making the request – If the named 
officers have been the ones that have made key decisions and choices in 
regards to the individual, it may be deemed appropriate to release their names.  

• Consent – where there is uncertainty as to whether to disclose an officer name 
or nor it is considered good practice to consult that officer rather than adopting a 
blanket redaction approach.   

Further guidance and advice should be sought from the R&IMT or Link Officer if in 
doubt.  

However, this does not apply in the case of official documents such as contracts. 

 

4. Redacting Excel documents 

4.1 Redaction applies to Excel and other spreadsheet documents in the usual way. 
However, you must ensure that exempt information is not hidden and still contained 
within the document before publishing, being careful that trace data or all sensitive data 
from pivot tables has been removed. 
 

4.2 Spreadsheets may contain hidden lines, tabs and worksheets, as well as other 
background data that is not obviously apparent to the naked eye. 

 
4.3 Pivot tables in Excel sort and summarise data, providing a top level summary of 

information but still contain underlying data. While the top level summary may be non-
sensitive the underlying data beneath it may be sensitive. Pivot tables, both in Microsoft 
Excel and other spreadsheet programs, retain a copy of the source data used. This 
information is hidden from view, but is easily accessible. 

 
4.4 You should talk to the providers of the data sets to ensure that you have understood all 

and any exempt information which may be contained. Ask their advice for removing it. 
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4.5 Disclosure of hidden personal data in pivot table and spreadsheets may be a breach of 
data protection legislation. The data is not secure and is easily accessible, even if not 
immediately viewable. 

 
(i) Avoid using pivot tables for any disclosures or data sharing involving personal data. 

Consider using CSV files. 
(ii) Check the file sizes before disclosure – larger than expected file sizes should be a 

trigger for further checks. 
(iii) You may also consider anonymising or aggregating information in order to release 

data sets in a non-sensitive format.  
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Redaction Criteria 

We will seek to apply the following redaction criteria across our organisation, to protect personal 
and confidential information against unauthorised disclosure and to disclose relevant 
information appropriately and lawfully. It should be noted that under FOI and EIR, some of the 
information categories below may be subject to an exemption and public interest test. 

Information 
type 

Details/examples  
 

Reason for 
redaction  
 

Exceptions to redaction 
(redaction not required)  
 

Bank account 
details  
 

Of individuals.  
 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
 

Bank account 
details  
 

Of businesses/ organisations.  
 

Confidential 
information.  
 

 

Commercial 
information  
 

Details of contractual 
arrangements with external 
providers.  
 

Confidential 
information.  
 

 

Criminal offence 
data  
 

Any information in 
connection with an offence.  
 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
 

Date of birth  
 

Including day, month or year 
or any combination of these.  
 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
 

Date of birth  
 

Including day, month or year 
or any combination of these.  
 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
 

Declaration of 
interests 

The ‘declaration of interest’ 
form completed by council 
officers is subject to FOIA. 
However in line with the 
council’s policy on non-
disclosure of names and job 
titles of officers below the 
level of Assistant Director, 
forms completed by junior 
officers are considered 
exempt. Forms completed by 
Assistant Director while 
subject to FOI may need to 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
 

In line with the council’s policy on 
non-disclosure of names and job 
titles of officers below the level of 
Assistant Director, forms 
completed by junior officers are 
considered exempt. Forms 
completed by more senior 
officers, while subject to FOI, may 
need to be redacted as some 
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be redacted as some 
information contained may 
constitute personal data. 
This should be done on a 
case by case basis.   

information contained may 
constitute personal data. This 
should be done on a case by case 
basis.  

Gifts and 
Hospitality  
 

The gifts and hospitality 
register is subject to 
disclosure under FOIA.  
However, names of junior 
officers should be redacted 
in line with the council’s 
policy. 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
 
In line with the council’s policy on 
non-disclosure of names and job 
titles of officers below the level of 
Assistant Director, forms 
completed by junior officers are 
considered exempt. Forms 
completed by more senior 
officers, while subject to FOI, may 
need to be redacted as some 
information contained may 
constitute personal data. This 
should be done on a case by case 
basis.  

Home address  
 

All lines of an individual’s 
home address, including 
postcode.  
 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
 

Name  
 

Including all first, middle and 
last names and also 
nicknames.  
 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
Senior Barnet Council staff 
(Deputy and Assistant Directors 
and above) and other authorised 
signatories of the Council.  
Senior third party representatives, 
acting in an official capacity on 
behalf of their organisations.  
Names of junior officers in 
published minutes which are in 
public domain through 
attendance at a public meeting.  
 

Personal email 
addresses  
 

Also any part of a business 
email address that includes 
an individual’s name.  
 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
Senior Barnet Council staff 
(Deputy and Assistant Directors 



Records & Information Management Framework 
Redaction Standard 

  London Borough of Barnet 

[IAP313ST]  

and above) and other authorised 
signatories of the Council.  
Senior third party representatives, 
acting in an official capacity on 
behalf of their organisations.  
 

Personal 
telephone 
numbers  
 

Including landline and mobile 
numbers.  
 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  

Pronouns  
 

In relation to redacted 
names (her/his, he/she).  
 

Personal 
information  
(to ensure 
redacted text 
is not 
deducible 
from 
surrounding 
text).  

Relating to senior Barnet Council 
staff (Deputy and Assistant 
Directors and above) and other 
authorised signatories of the 
Council.  
Relating to senior third-party 
representatives, acting in an 
official capacity on behalf of their 
organisations.  
 

Sensitive 
personal 
information 
(special 
categories)  
 

Any information revealing an 
individual’s racial or ethnic 
origin, political opinions, 
religious or philosophical 
beliefs, trade union 
membership or data 
concerning a person’s sex life 
or sexual orientation.  
 

Personal 
information.  
 

Data subject exercising their Right 
of Access over their own data.  
 

Signatures  
 

Hand written and electronic.  
 

Personal 
information  
 

Data subject exercising their Right 
of Access over their own data.  
Senior Barnet Council staff 
(Deputy and Assistant Directors 
and above) and other authorised 
signatories of the Council.  
Senior third party representatives, 
acting in an official capacity on 
behalf of their organisations.  
However, this does not apply in 
the case of official documents 
such as contracts. 

Sole Trader 
Information 

The Code of Recommended 
Practice for Local Authorities 
on Data Transparency states 

Personal 
information 

The code further advises these 
individuals should be informed 
that their information will be 
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that ‘any sole trader or body 
acting in a business capacity 
in receipt of payments of at 
least £500 of public money 
should expect such payment 
to be transparent.’  

published, and they can object if 
the disclosure would cause them 
unwarranted damage or distress. 
In line with this, the council 
releases the names of sole traders 
in the over £500 spend list.  
Finance informs sole traders and 
keeps a record of sole traders 
where it has been agreed that 
those names will not be disclosed. 

Title  
 

Ms/Mrs/Miss/Mr/Master/Dr.  
 

Personal 
information 
(to ensure 
redacted text 
is not 
deducible 
from 
surrounding 
text).  
 

Relating to senior Barnet Council 
staff (Deputy and Assistant 
Directors and above) and other 
authorised signatories of the 
Council.  
Relating to senior third-party 
representatives, acting in an 
official capacity on behalf of their 
organisations.  
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